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Abstract:

This study aimed to identify the training needs in the field of cybersecurity in the
Palestinian security sector - the northern governorates. In order to conduct the study, the
researcher adopted the descriptive analytical approach, and used the random sample
method to collect data from workers in the Palestinian security institutions at the Ministry
of Interior. A questionnaire was designed as a tool for the study.

Some of the most important findings of the study are: The degree of approval of
the training needs related to the skills of using computers and internet networks was high,
the degree of approval of the training needs related to cybersecurity skills management
plans was medium, and the degree of approval of the training needs related to awareness
of cybersecurity was medium.

The study found no significant differences statistically between the average
responses of the respondents regarding the training needs in the field of national
cybersecurity among workers in the security sector attributed to (sex), while there are
significant differences regarding the training needs in the field of national cybersecurity
among workers in the security sector attributed to (age, number of years of service in the
current field of work, educational qualification).

The study recommended working continuously towards attracting local and
international specialists and trainers to contribute to the development of computer skills.
In addition to holding seminars and workshops for presenting the Interior Ministry’s plans
related to data security and protection and their application in practice, and providing
training to employees at administrative levels on managing and predicting cyber risks,
and training in developing the necessary plans to deal with all cyber risks (penetrations,
phishing, hackers, fraud, ransom. In addition to the establishment of a specialized unit for
cybersecurity in each security force operating under the oversight of the
Ministry of Interior.

Keywords: training, training needs, cyber security, Ministry of Interior
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